Enabling SAML Integration with Microsoft
ADFS for EPM SaaS

1: Pre-requisites on CyberArk EPM

1.1 Login in to your EPM SaaS Admin Console as Administrator and Select Administrationtabon the
landing page. For example - Customers who had selected or chosen their Datacenter tobe
“US” will have received the link as “https://login.epm.cyberark.com/login” . The Admin Console
Link may vary depending upon the region you had selected during the Registration/Enrollment
Process.
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1.2 Select “Administration” tile and Under Account Management, please make sure to
import/create other Administrators User Account (who will manage the EPM Policies),
View/Read only Accounts, leveraging email id and grant them require permission as “Account
Administrator” or “Allow to manage sets”.

The accounts that are createdin EPM, will get authenticated thru Single Sign on and MFA .

Remember the Account that you had logon is “Super User “ Account and as a Best Practices we
encourage try not to use this account besides Setting up initial configurations such as
1)Create another admin account
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1.3 Please make sure to download the XML (metadata) file from the EPM Admin Console.
Logon to the EPM Administrative console as “Administrator” and select “Administration”

Icon and Click on the SAML Integration. Under “EPM Service Provider” please click “Download
configuration XML” and store the xml file locally and upload them to the ADFS Server.

Management Options > Administration
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2: Pre-requisites on Microsoft ADFS

Please make surethe ADFS is installed and configured correctly. You cantest your ADFS Environment by
accessing the below link.

Opening a web browser and navigating to the following url

https://<ADFS FQDN>/adfs/Is/IdplnitiatedSignon.aspx. You will be prompted to enter your AD
credentials once you have supplied you credentials and successfully logged on you will see the following
page indicating you have been successfully loggedin.

Please make surethe Users exist in your Active Directory.

You are sighed in.

aign Out | Sign out from all the sites that you have accessed.
Sign Out | Sign out from this site,

2: Configuration Steps in ADFS to onboard EPM
Application

2.1Please login to ADFS Server and launch Server Manager. Goto Tools Menu and click AD FS
Management. We need to configure EPM Admin App as “Relying Party Trusts” in ADFS
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[ ADFS Relying Party Trusts

w [] Service
7 Attribute Stores Display Mame Enabled Type |dentifier
- icati i EPMAdminConsole Yes W5-T... https:/log
[ Authentication Methods

[ ] Certificates

[] Claim Descriptions

[ | Device Registration

[] Endpoints

[] Scope Descriptions

[] Web Application Proxy
[ Access Control Policies
| Relying Party Trusts
[ ] Claims Provider Trusts
[] Application Groups

2.2 Click “Relying Party Trust” and click “Add Relying Party Trust”. Choose “Claims aware” and click start.
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[ ADFS Relying Party Trusts

w [ Service

Enabled Type Identifier

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in security toke
authorization decisions. Mon-claims-aware applications are
Integrated Authentication in the internal network and can be |
Prooy for extranet access. Learn more

(® Claims aware

() Mon claims aware

[ Attribute Stores Display Name
(] Authentication Methods Gl Add Relying Party Trust Wizard
[ 7] Certificates
[] Claim Descriptions Welcome
[ | Device Registration
[ | Endpoints Steps
[] Scope Descriptions @ Welcome
[ Web Application Praxy
[ Access Contral Policies @ Select Data Source
_ 7 Relying Party Trusts @ ?Fnse Access Control
[ Claims Provider Trusts oy
[ Application Groups @ Readyto Add Trust
@ Finish
I

2.3 Select the Option to “Import data about the relying Party from a file” or Manually “Enter data about
the relying Party”. This guide reference to “Import data about the relying party”. Browse and upload the

xml file and click next.

XML file details are describedin section 1.3.
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Dizplay Mame

Relying Party Trusts

Enabled Type |dentifier

G Add Relying Party Trust Wizard

Select Data Source

Steps
@ Welcome
@ Select Data Source

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about thi

() Import data about the relying party published online oron a lo

IUse this option to import the necessary data and cerificates |
itz federation metadata online or on a local networ.

Federation metadata address (host name or LRL):

Example: fs contoso .com or https ./ Awww contoso com./ap

(@) Import data about the relying party from a file

|se this option to import the necessary data and cerdificates |
exported its federation metadata to a file. Ensure that this file
validate the source of the file.

() Enter data about the relying party manually

Federation metadata file location:

IUse this option to manually input the necessary data about th

2.4 Provide Display name as your interest .For example — EPM Admin Console and click next. Choose
“Permit everyone” under Access Control policy and click Next and finish.

Note — “Choose an Control Access policy” is customizable and choose your best choice.
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w || Service
[] Attribute Stores Display Mame Enabled Type Identifier
[ 7] Authentication Methods : EPMAdminConsole fes WS5-T... hitps.//loc

[ Certificates

[ Claim Descriptions

[ | Device Registration

[ | Endpoints

[ | Scope Descriptions

[ Web Application Proxy
[ | Access Control Policies
| Relying Party Trusts
[ Claims Provider Trusts
[ | Application Groups

2.5 Configuring the “ClaimIssuance Policy” for the EPM AdminConsole

Select the Display Name -> click “Edit Claim Issuance Policy” -> click “Add Rules”.
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@ Add Transform Claim Rule Wizard

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Send LDAP Atributes as Claims Y

Claim rule template description:

lUsing the Send LOAP Attribute as Claims rule template you can select attibutes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims fram a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attibute values for autherticated users from the displayMame and telephoneMumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. f you want to only send individual group
memberships., use the Send Group Membership as a Claim rule template.

< Previous Mext = Cancel

2.6 Click Next and provide a Claim Name, select the Attribute Store as “Active Directory” and from the
Dropdown select the attributes and map them as shown below and click ok.




Edit Rule - GetldapAttributes x

You can configure this rule to send the values of LOAP attributes as claims. Select an attribute store from which

to extract LDAP attributes. Specify how the attibutes will map to the owtgoing claim types that will be issued
from the rule.

Claim rule name:

Fule template: Send LOAP Attributes as Claims

Attribute store:

Active Directory w |

Mapping of LDAP attributes to outgoing claim types:

:5§§$?bME (Select ortype to Outgeing Claim Type (Select or type to add more)

] E-Mail-Addresses ~ || E-Mail Address ~
Given-Mame ~ [|Given Name w
SAM-Account-Name ~ [[Comman Mame o

* e w

View Rule Language... QK | | Cancel

2.7 Add another claim rule as below. Choose “Transform an Incoming Claim” and click next.



Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

@ Add Transform Claim Rule Wizard

Select the template for the claim rule that you want to create from the following list. The description provides
details about each claim rule template.

Claim rule template:

Transform an Incoming Claim | ae

Claim rule template description:

|sing the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this rule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of "Purchasers” when there is an incoming group claim with
a value of "Admins". Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the niles being edited.

< Previous Mext = Cancel

2.8 Provide a claim rule name and select and configure the attributes as shownbelow and click Finish.



Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

% Add Transform Claim Rule Wizard

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

emaittanameid

Rule template: Transform an Incoming Claim

Incoming claim type: | E-Mail Address
Unspecified|
Cutgoing claim type: |Narne D - |

Outgoing name 10 format: Em.ail

(®) Pass through all claim values

() Replace an incoming claim value with a different outgoing claim value

(") Replace incoming e-mail suffix claims with a new e-mail suffix

2.9 After finishing the above steps, you should see similar configuration on your screen. (Justas an

reference)

Browse ...

Cancel
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[ ADFS Relying Party Trusts
s [ Service _ _
[ Access Control Policies Display Name Enabled Type Identiier
| Relying Party Trusts EPMAdminConsaole fes WS-Trust 7 SAML /... hitps:#/c
[ | Claims Provider Trusts
[ ] Application Groups
Edit Claim lssuance Policy for EPMAdminConsole
lzsuance Transform Rules
The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Mame lssued Claims
1 Getl dapAttibutes E-Mail Address. Given Na...
2 email to nameid MName ID
Add Rule. .. Edit Rule... Remove Rule...

2.10—- Export the Certificate from ADFS and store them locally.

Expand the Service and click Certificates under ADFS and click on the Toekn-Signing and click “copy to
file” and save the certificate locally. When you export the certificate please make sure to choose “Der
encoded binary” X.509 (.cer)/
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| ADFS
w || Service
[ Attribute Stores
[ Authentication Methods
| Certificates
[] Claim Descriptions
[ | Device Registration
[ Endpoints
[ Scope Descriptions
[ Web Application Proxy
[ 7] Access Control Policies
[ ] Relying Party Trusts
[ Claims Provider Trusts
[] Application Groups

Certificates

Subject lssuer Effective Date Expiration [
Service communications
[=]CN=DC bdlab01.com CN=DC bdlab01.com 9410-2020 941072021
Token-decrypting
[E=]CN=ADFS Encryption - DC.... CMN=ADFS Eneryption - D...  9/10/2020 94102021
Token-signing
EICN=ADFS Signing - DCbdl... CN=ADFS Signing - DCb...  9/10/2020 94102021
an Certificate >
General Details  Certification Path
Show: | <all= o
Field Value &
D'u'ersiun V3
= | serial number 13ece 1685ce 1d8aa4f3528004...
DSignamre algorithm sha256R5A
DSignature hash algorithm sha256
= 1ssuer ADFS Signing - DC.bdlab01.com
D'u'alid from Thursday, September 10, 202...
=] valid to Friday, September 10, 2021 9...
I-_']':'.l thisrt ANFS Sianina - NiC kdlakint cnm R

Edit Properties. ..




3.Configuration Steps in CyberArk EPM AdminConsole

3.1 Login in to your EPM SaaS Admin Console as Administrator and select “Administration” tile and
Choose “SAML Integration” and edit the configuration as follows.

Following values are required from ADFS to complete the setup

IDP Issuer URL

http://< ADFS FQDN> >/adfs/services/trust

IDP Server Certificate

<Upload the certificate from ADFS>

IDP Single Sign On UR

https://< ADFS FQDN >/adfs/Is

IDP Single Logout URL

https://< ADFS FQDN ><ADFS Custom logout end
point>

Note: Please make sure to convert the certificate to “.der” format using your prefer tool For example —

openssl
aR! Certificate
General Details Certification Path
Show: | <All> ~

Field value
|- |version V3
j Serial number 3fb58b73b175b445%e 58 7eckf. ..
AJ Signature algorithm sha2S6RSA
|- | signature hash algorithm sha256

DU M M A< | EE—

—|Issuer
_|valid from
[ |valid to

Il e thiart

Idaptive Customer AAC4071

Saturday, 30 May 2020 9:20:...

Saturday, 1 January 2039 8:0...

Tdantiva Cictamar AACANT1 A

Edit Properties...

3.2 EPM Login Configuration

Copy to File...

OK

€  &» Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(@) DER encoded binary X.509 (.CER)
() Base-64 encoded X.509 (.CER)

Personal Information Excha

Inc

de all certificates in the certification path

Delete the private key i

&

Organization Identifier : <Your Org name or customize name >

EPM Login URL: https://login.epm.cyberark.com/SAML/<Organization Identifier>

Lock EPM login URL for users and redirectto IDP authentication —Please refer to belowimage

EPM LogoutURL : <https://login.microsoftonline.com/common/wsfederation?wa=wsignout1.0>

O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

Cance


https://login.epm.cyberark.com/SAML/%3cOrganization

EPM Login Configuration

Crganization ldentifier st
Asegment that is added to the EPM service provider Entity 1D and turns it into a unique EFM login URL for
arganization. Value is case-sensitive. The recommended value is your organization shorten name or
abbreviation.
EFM Login URL hitps:fagin.epm.cyberark. com/SAMLIst
URL where user can login to EFM server
Lock EFM login URL for users and redirect o IDP authentication
O Al Users
@ Al users, beside Account Admin

) Mone

5)Click Save

Validation Step:

After above steps are completed, You should still able to login to EPM Admin console with your defaultadmin
accountwithoutgoingthru ADFS

Basically, admin accountis configured for “Local Authentication”. All other accounts (Non-admin account) will gothru
ADFS.

If you prefer to enable SSO includingyour admin accounts, please choose “All users” under Lock EPM Login URL.



